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EXECUTIVE CRDER :

HATIONAL SECURITY INFORMATION

By virtue of the authority vested in me by the Constifution of the
Unitad States of America; in order to balance the public's right to gavernment
information with the need to protect some national security information from

disclosure, it is hereby ordered as follows:
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Sectien 1. Definitions.

{a) *"Agency" means.any executive depariment, mititary department,
Gavernment worporation or independent establiskment in the executive: branch.

{b} "Classified information” is official information thch has been
detersrined by proper authority to require a degree of protection against
ynauthorized disclosure in the interest of national security and is so designated.

{¢} “Foreign-originated information” means information which has bsen
provided o the United States in confidence by a foreign government or intar-
national crganization of governments (hereinafter referéed to as “international
graanization™}, or an official of either, or‘prodacéd by the Unitgd Statas
pursyant to & joint arrangement with a foreign qovefhment or an interrational

organization.
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other methiod that is or may be used in the gathering or énalysis af
foreign intelligence or foreign counterintelligence and which would
suffer reduced effectiveness if exposad.

(e) "Iutelligence source" means any human, technological or

other source from which forcigu intelligenca or foreign counter-

intelligence is, has been or may be derived and which would suffer

‘reduced effectiveness 1f exposed.

(f) "Official information or material hereinafter referred tu ag
"information" means that information which is owned by, produced for
or by, or under the control of the United States Governnent.

Sec. 2. Original Clasgification.

(a) Classification Designration. Information which rcéui:ea protectioﬁ
against unauthorized disclo;ura in the inierest of the national defensa
dr forelgn relations of the United States (hereinafte¥ collectively
termed “mational security") shall be classified in one of the three
designations listed below: ;

(1) "Top Secret" shall be applicd to information, the unauthorized
disclosure af which could reasonably be expected to cause exceptionally
grave ﬁamage to the national security.

(2) “Secret" shaii be applied to information, the unauthorized
disclosure of which could reasonably be expected to cause serious
damage to the n;ticnal security. .

(3) "Confidential shall be applied to information, the uwnauthorized

disclosure of which could reasonably be expected to cause significant

. damage to the national security.

(b) General Policy.

(1) In deciding whether information requires classification pursuant
to this Order, the classifying official shall consider both the public's

need for the greatest possible access to information and the national

security need to protect certain information. . .
ot , . '
(2) If the classifier has(reasonable}hnkn:which security classifi-
g oo -

cation designation is appropriate, or whether the-information should be

classified at all, he should designate the less restrictive treatment.
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(c) Classification Requirements. Information shall not be classified

unless an original classification authority determines both: (1)} that the
information falls into one or more of the criteria set forth in subsection (d)
below which apply equally to all threa authorized classification designations;
and {2) that the disclosure of such information could reasonably be expected

to cause at least significant damage to the national security. It is reasonable
to expect that information provided in confidence by a foreign government or

 jnternational organization would satisfy the above-mentioned second step.

{d) Classification Criteria. CBhe—#a&%@uéag—e&ééan$a—é@ee%ﬁ%£§j{bfurmation
ot S umkss
ﬁgghaasnaxhbe considered for classificationnﬁé‘its disclosure could reaspnab}y ba

—*«z,g 3

sxpacted to:

1) Mdke the Un1ted States or its allies vulnerable to’attack by a
foraign power, or weaken the ability of the United States or its a111es to
conduct armed operations or defend themselves, or diminish the m1?juary or
operational effectiveness of the_United States' armed forcess 6r 4‘

(2) Lead to hosti1eipoiitica},vecunomic, or military action against the
Unxted States or its allies by @ foreign power; or

(3) peveal, in whole or in pdrt, the defense or fowexgn policy plans or
B aannnamma " -

posture of the United States af jts allies; provide a foreign. nati jon with

S

information upon which to develop eviective countermeasures to such plans ov

postures weaken or nuilify the effectiveness of a United States military,
foreign intelligence, or foreign counterintelligence plan, operation, project,
pr activity of significance to th* aational security; or

{4) Ald a foreign nation to develop or improve its mllxtary cupab111ty,'

or
{5) Reveal, jeopardize, oOr compremisa an inteliigence source or method,
[:QMnQ&l%~kﬁalatﬂwh@4ﬁééﬂfe4';h" sasoesratation.of 1n?91130°nf° daii] or a

cryptographic device or system, oF
{8) D1sc103e to other natiuns or foreign groups Lhat the United States
has, or is capable of obtaining, certain 1nforndbzon concerning those nations

oy yroups without their knowledge or consent; or
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(7) beprive the United States of a diplematic, military, scientific,

engineering, technical, economic, or intelligence national security advantage;

ar

(8) Create or increase interpational tensions; cause or contribute to
po1itica1 or economic instability of civil disorder in a Toreign couniry; or
ethefwise significantly impair our foreign relations; or

(9) Disclose or impair the position of the United States or its allies
in international negotiations; or

. (10) Disclose the identity of a confidential foreign source of the

" pepartment of State, or of a United States diplomatic or COnsuiar post; or
(11) Disclose 1nformat10n or material provided to the Unxund States in
conﬂdnnca by a foreign government or international organizat mw ﬂt“"g

- (12) Significantly djminwsh the effectiveness o7 U.S. Governmant programs
for safeguarding nuclear materials or facilities. ' .

(e) _Fjrg_hj_bjtions.ﬂf ' ;;M\ : Us

(1) HNo information may be c]assifiedhto conceal violations oiﬂgaw,
‘inefficiency{ or administrétive error, to.prevent embarrassment to a person,
organization or agency, or to re»trawn competition or independent: initiative.

(2) Basic scientific research information not directly reTaLed'to the
national security may not be classified. -

7 (3) A product of'independent research and development which does not
incorporate or reveal c]éssified information to which the producér or dzvelcper
Qas given prior access shall not be classified upder this Order'ﬁntiT and unTess‘
the government acquirés a proprietary interest in the information. waeve?,

'fhis Order shall not be construed to impinge upon the provisions of the
.Patent Secrecy Act of 1952 (35 U.S.C. 181-188)1

(4) References to classified documants which individua11y; or in
aggregate, do not disclose classified information may not be classivied ard
may not be used as a basis for classification.

(5) Classification shall not be used to 1limi x dissamination of informa-

t10ﬂ whxch is not. c?ass able undcr the p'cv1s1cna of tnxs Orﬁer or to

preven; or deTay the public re]ease of such information.
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{6) #o document shall be classified after an Agency has received a

--pequest for such document under the Freedom of Information Act or the Declassi-

fication Requests provision of this Order [Section 4(g)], uﬁ]ess such document
reéuires the protectida authorized by this Drdfﬁ; and such classification is
authorized persbna]}y, and in writing, by the head of the Agency concerned.

(7) Classification may not be restored to information already declassi-
fied and releaséd under this and prior Orders. -

{f) Classification Authority.

(1) Top Secret. The authority to originally classify information. “Top
Secrat” may be exercised only Ey such officials as the President may designate

hy publication in the Federal Register, by the Agency heads:listed_beZQw,‘and

by officials so authorized in accordance with the provisions of subsection (&) ?_'

below: ‘ . Rt P
The Secretary of State -
The Secrétary of the Treasury
The Secretary of Defense
The Secretdry of the Army
The Secretary of the Navy -
The Secretary of the Air Force
The Aitorney General of the United States
The Secretary af Energy
The Chairman, Nuclear Hegulatory Comission
The Director, Arms Contrc] and Disarmament Agency
The Director of Central Intelligenca ' ) |
The Administratcr,ANational Aeronautics and Spéce Administrafion
The Adainistrator, General Services Administration (Delegable only to
the Director, Faderal Preparedness Agency and to the Director, Information
Security Oversight O0ffice.)
(2} §ggf§§; The authority to originally classify information “"Secret”
may he exercised only by such officials as the President may designate hy
publication in the Federal Register, by the Agency heads listed below, by

officials who have "Top Secret" classification authority and by officials sc

authorized in accordance with the provisions of subsection (4):




[ N . RN
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The Secretary of Commerce
The Secretary of Transportation
The Administrator, Agency for International Development
The Director, International Communication Agency

-

(3) Confidential. The authority to originally classify informztion
"Convidential” may be exercised only by such officials as the President wmay
designate by pubiicatibn invthe Federal Register, by the Agency hea&s listed
below, by officials who have "Top Secret” and "Secret® classification authority
and by officials so authorized in accordance with subsection (4):

The President and Chairman, Export-Import Bank of the United Stdtes

The President and Chief Executive Officer, Overseas Private Investment Corporatic

(4) Limitations on Delepation of Classification Authority.

i) The authority for aoriginal Top Secret classitication may bz de]e ated
. . g

by officials designated in writing by the President,and by the Agency heads . !;;?

Tisted in subsection (1) above only to pr%ncipal subordinzte officiaiz whops r
the Agency heads determine in writing to have a frequent neod to e%ercise such ‘:éiyj‘p
authority. Authority so delegated may not be redelegated. u¥%

(1) Officials desigmated in writing by the President, the Agency heads
Tisted in subsections (1), (2) and (3) above, énd officials with Top Secret
classification autharity may delegate their assigned original "Secre:® of

" "Confidential® authority only to those sabord1na+esﬁ;g;;§EPy determine in
writing to have frequent need to exercise such authority. Authority so delegated
'may not be redelegated. - 'j
'(iii) A1l delegations of original classification authority shall be in
Twriting by name or title of position held or as prescribed in directives
implementing this Order.

(iv) Delegations of classification authority shall be held to an absolute
minimum. Administrative convenience is not a valid basis for such delegations.
Periodic review of such delegations shall be made to ensure that the officials
so designated have demonstrated a continuing nead 0 sxercisa such authorit

%i;p Eixdn:uﬂﬁV%,'E5¥nan~l~ czé%?lg%ﬁzz_%ﬂlikaiiiJ
7(5)” a—heed-e+~un¥-Agtntj—nc: aCTiically granted original classifica-

tion authority herein may 8v8 originally classify information undar this Order
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unless specifically authorized in writiay by the President. Requests to the
pPresident for such authority shall be directed through the Information

Securit ve‘rs:gnt Orﬂce, established herein. AP?W‘V’M 0{3 -*U“—” Yi"ibti’»stfs

‘shatd >ublizhed o Ha. Federad Reaistes

(g} Exceptiona1 Cases. When an smpToyee o7 an Agency wh1ch does not

have authority to originally classify, or a contractor of such an Agency,
originates information which is believed to require classification, the person
or contractor shall protect that information in the manner prescribed by this
Order and implementing directives. The information shall be transmitted
promptly under appropriate safeguards to the Agency having primary interest

in the subject matter and autherity to classify, with a request that a

"determination be made as to classification. Such reguasts shatl be acted

ypon in 30 days. Where such Rgency cannot be 1dent1f1ed, uhe 1nformafion shail
be sent to the Director of the Informatien Security Over»}ght Uif1ce.

(n) Limitation on Duration of C!assf‘icatxon.

{1) A1l original classification authorities shall, at the time of
original classification, set a date or event for autcnat1c declass fication
of the information as early as matfonal security considerations wi11 permit.
¥xcept as permitted in_péragraph {2) belew, the date.shall not exceed six
yaars fraﬂ the date of ofijfwa* classification. ‘

{2} Only heads o« agencies listed in Sect1on 2{f}) and of f1c1)!s with
Top 3Sacret classitication aufh}rf*y designated pursuant o thws Order may

a lzter date or event for autcmatic declassification or for review to

2

58T
dectide whather the information can bo declassified. This date or eveat shall
be no move than twenty years from the date of original cTassffication of the
information, except that the datc for review of foreign-ariginated information '
way be up to 30 years after origina? classitication. For each such classifi-
cation beyond six years, the reason for the longer pericd must ba recorded.

This reason must includz an explanatien why the classification will continue

to meet tha requirements of subscction 2{c) throughout the extended pariod.

(1) Identification and Marking.

(1) At the time of origination, oach classified docuwent shall show on

its face: {i) the identity of the original classification authority;
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(i1) the office of origin; {iii) the date of the document's origing (iv)
ansrd
the date or event for declassification or réview;ﬁ(v) one of the three

classification designations definad hereiny n Ere—fvil—the—erttorio—on

riterdonforclassification ao spoe il fi-Sec biomalddol i s Oedar  Whan

the individual who signs or otharwise authenticates a document or item has

. Py

also authorized the c]as sification, no further annotation as to his id ntity
‘1s required. [&N&%§;§§£w£@”2£~»?l ~26py-€3 finy document classified for more
than six years shall reflect the reason for tha prolongad classification and
the identity of the official who authorized it, in accordance with Section 2(h}?ﬁ?

(2) Markings such as "For 0fficial Use Only" and "Limited Official Usa"
sha?]lﬁot be used to identify information PEOUITIHQ protection’ pursuant to
this Order. _

(3) Terms such as "Sensitive," “ConferenCe," or "Agency“ snatl not be
used in conjunction with c]ass1f1rat10n designations prescribed by this Order;
e.9., "Secret-Sensitive," "Agency Confidential," or "Conference Canfidential."

(4) Each classified document shall, by marking or other means, clearly
indicate which portions are classified, with the applicab&a classi?ication
designation, and which‘bortfons are not classified, in order to facilitate
excerpting and other uses. Agency heads may seek a waiver of thxs requirsment

‘from the D1racLor of the Information Security Oversight OFfice for I;muted
classes of information. The Director of the Oversight Office may, for good
cause, grant and revoke ;uéh a vaiver. _

(5) Classified information furnished to the United States by a foreign
government or international organization shall either retain its original
classification designation or be assigned 2 United States cTassifigation
designation. In either case, the classification shall assure a degree of
proteﬁtion equivalent to that required by'the govérnment or international
organization which furnished the information. 7

(6) Classified documents which contain or revea].information which the
originator has determined is subject to special dissemination and reproduction

Timitations shall be clearly marked so as to place the recipient on notice of

the restrictions.
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Sectian 3. Perivative Application of Markings.

(a) Original classification authority shall not be given to persans who
wgn}y"repreiu;e?re?;‘tnr:e%ctwgrr;umfnam’zc cla;sifjgd“jnqumation or who only épp]y-

to information classification markings derived from éource material or as
directed by a security classification guide. Persons who apply derivative
classification markings shall (§) respect classifications assigned by originators;
(i) to the meximum extent practicable verify the current level of classification
of the infannatfon prior to applying such markings; (iii) in accordance with |
subsections (b)-(e} below, carry forward to any newly created documents the
assigned dg;es or events for declassification or review and any additional -
authorized markings; (iv) identify on the newly created material the original
classifier or other authority for the derjvative classification markxngs applied
by them. (;ze §1rect1ve 1mp]em9nt1ng this Order will contain.language prov:dwng
for a single such 1dent1f1catxon for documents bazed on mu]tip?e classified
suurues}

-{b) New material which derives its classification frmnﬁgﬁaugﬁ information
classified on or after the effective date of this Ofder shall be marked with
the date or event for declassification or the date for review assignéﬁ to the
sourse infermation. | . .

{b} Dates or eveﬁts for automatic declassification of fewsed] informaticn
(U.5. wr Tereign} assigned pursuant to pravious Executive orders shall be
carried for&ard sthen such dates or events call for declassifi catioh of tha
shurce in?cmﬁa&i@nrtwanty years or less from its date of origin.

{d) txcept as specitied in subzéction (e) below, new material which is
classified on the basis of previousily classified Boweed 1nf0rﬂatzon which bears
no. date or svent for declassification, or which is marked for declassification
in excess ¢f twenty years frem date of origin, shall bz marked With’a data
Tor review for declassification which shall be  twenty years from thz date of
original cizssification of the source information.

~{e} few material -lassified on the basis of pravﬁcusly classified
foreign originated information which bears no date or avent for declassivicatian,

or is marked with dates or events for declassification in excess of 30 years,

" Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070080-9
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shall be marked with a date for review for declassification which shall be
30 years frem the date of original classification of the foreign source
information. ‘

Section 4. Declassification.

(a) General Policy. Declassification of classified information shall
be given emphasis comparable to that accorded classification. Information
classified pursuant to this and prior Orders shall be declassified as early
as national security considerations permit. When infermation is classified,
decisions concerning declassification or review shall be based on the expected
Joss of the information's senéitivity with the passage of time, or an expected
occurrence of an event which would make classification unnecessary. Hhenevér
information is reviewsd, it shall be declassified unless it canybe demonstrated
that: (1) disclosure would cause at Teast significant cemage to tha n#iiona?
security in spite of ihe passage of limey and (2) the damege to pational

security would E}vﬁ#w@@@hagvav%ﬁywa%~§§§cutweigh the public interest in disclosuvra.

downgrade information classified.under this or prior'Executivé grders shall be
exercised as-follows: )

f]) Classified information may be declassified sr‘downgréaed by the
official yho authorized- the original classification, by a §uccessor, or by
a supervisory official of either. | . .7 _

(2) Agency heads named in Section 2(f) shall designate additional
officials at the lowest péacticable echelons to exérci5a declaséificatibn‘
and downgrading authdrity. These officials shall a]sd be autboriéed by the
Agency heads to resolve conflicts or doubts regatding c?assifi;ation.

(3) The Director of the Information Security Gversighf Of%ice way
declassify or downgrade information when fhe Director determines that its
classificatidn violates this Order and in the exercise of his appellate function
pursuant to Section 4(g)(2). The Director shall promptly notif} the affected
Agency of such a decision. The decision shall take. effect 20 w&rking days
after such notification unless during that time the head of the affected

Agency appeals the decision to the President through the Natiomal Security Council.

Approved _For Release 2005/08/15 : CIA-RDP87B01034R000200070080-9
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(4) The provisions of this Order relating to the declassification of
natioral security information shall also apply to agencies which, under the
- --terms of this Order, do not have current authority. to originally classify -
inforration, but which formerly had such authority under prior Executive arders

{c) Authority Over Transferred Information.

(1} For classified information transferred in conjunction with a
transier of function pursuant to statute or Executive order -- not mere]y for
storace purposes -- the receiving Agency shall be deemed to be the originating
Agency for all purposes under this Order.

{2} For classified 1nf0rmatxon not transférred in accordance with
subsection {1) above, but originatgd in an Agency which has ceased to exist,
each hgency in possession shall be desmad to be the originating ﬁgéncy‘for
all purposes under this Order. Such information may bé declassified or dan~
gradea by the Agency in possession after ‘cons sulting with any other Agency
having an interest in tha subject matter. 7

{3) Classified iaformation transferred ta -the Cﬁnﬂra! Serv1c‘" _
Administration for accession into the Archives of the United States shall be
deciassified or downeraded by:the Archivist of the Uniﬁﬁd—Statés in accordance
Qith this Order, thé Infarmation Secuvity Oversight Office’s dirvectives, and

“Agency guidelines. -

{4) After the termination of a Presidential administration, ihe
Archivist of the United States shall have the authority to.revfew and declassify
or dowagrade all information classifiad by;the~Preéident;,his White House staff,
or ccumittees or commissions appointed by him or others acting in his behalf.
This euthority shall be exercised oniy afier consultation with the agencies

having primary subject matier interest.

{d} information Originally Classified Under This Order. Except as
providad in subsection (f) tolow, informaticn classified on or after the
Wre VRN RPN
effeciive date of this Order shall be declassified,in accordance with tha date
or eveit sat pursuant to Section 2{h}. Informatiom nct marked with such 2

divie .- aveat shatl be automatically declassified six vaars aftor its erigina-

tioh.
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(e} Information_Classified Under Prior Orders. Except as providad

in subsection {f) below, informetion which was classified hefore the cffective
date of this Order and already marked with a date or event directing declassi-
fication in 20 years or less from date of origin, shall be automatically
declassified in accordance with such date or event unless declassified earlier.
Information not so marked shall be reviewed for dec]assificaticﬁ in accordance
with subseckians (y) and (h) bhelow.

(F) Foreign Originated Information. Foreign originated information shall |
be exempt from the automatic declassification and 20 year systematic review
provisions of this Section. Unless declassified earlier, such information shall
be reviewed for declassification 30 years from its déta of origin. Such reviews
shall be in accordance with the provisions of Section 4{a) and with guidelines
developed by Agency_heads in consultation witn the Archivist of thg United
States and, where appropriate, with the foreign govermwent or {nterpaticnal
organization cenceraed.

(9)  Declassification Requests.

(1) Except as provided in (2) below, information classified pursuant:
to this or prior Executive orders, shall be reviewad for possible deélassifica»
tion upon request of any mamber of the public or government emplqyeé or Agency.
provided the request is specific enough for the.Agency tu Tocate thé infdrmation
with reasonabﬁe.effort. Procedures for processing such requests‘and appeals
from denials, .on the'basis of classification, shall accord witﬁ prdcédures
established by agenciés to implement the Freedom of Information Act; |

(2) Information less than ten years old originated by the Présiéent or 2
President's White House staff or Committees or Co&missions appofnted‘by him or
others acting in his behalf, or information in the possession and conirol of the
Administrator of General Services pursuant to 44 U.5.C. 2107 or 2107a is
exempted from the provisions of subsection (1) above. Such information over ten
years 0ld shall be subject to declassification review upon the request of a
member of the public, a government employee or an Agency. Such requasts and
appeals of denia}s on the basis of classification shall be processad in accordance

' with procedures developed by the Archivist of the United States. UYhenaver the

Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070080-9
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Archivist denies an appeal of such a request, the decision may be‘appea]ed to
the Director of the Information Security Oversight 0ffice who may order
Awdgciassifiqatjoquw{qmsuq@ cases, the Direétqrigf»ﬁhe Information Security .
Oversight O0ffice shall promptly notify agencies with prim&ry subject matter
interest, which may follow the appeals process set forth in Section 4(b)(3).

(3) Requests for copies of classified documents originated by agencies
of the executive branch, but in the possession and control of the Administrator
of General Services pursuant to 44 U.S.C. 2107 or 2107a, shall be referred by
the Archivist to the Agancy of origin for processing in accordance with
subsection (1) above and for direct response to the requester. The Archivist
shall inform requesters of such referrals. |

{4) Mo Agency in possession of & document classified under the provisions

of this Order may, in response to a requast made under thé Freedom of infﬁrmation
Act or the Declassification Reguests prééisi;n”d% tﬁ%s Order Tor such document,
refuse to confimm the existence of suth ﬁééﬂhéhi;‘ﬁﬁ?asé fae fact of its
existence would itsa1f be classifiable undar this Order.

(h) Systematic Review.

{1} Classified information constituting permanently valuable records of
the Goverment as dafined by 44 U.S.C. 2103 shall be Eyebemaiiecal™d reviewed
for deciassification as'it boecomes 20 years old.  Agency heads listed in
Sectﬁoﬂ 2(f) of this Grder may extend classification beyond 20 years, but only
in accopddnce with Sections 4{a) and 4{h}(2Y. This authority may nct be
delegated. Wnen classitication is extended beyond 20 years, a date for.
deelassification or the next review ro more than lﬂ_years Eaﬁef”sha11 be éet
and marked on the document. Subsequent reviews for declassification shall be
set at no wore than 10 year intervals. The Dirsctor of the Information Seﬁuritz
Oversight 07fice may extend the period betwean subsequent reviaws for specific
caiggories of information.

{2+ Within 180 days after the effactive date of this Order, the Agency
neads 1isted in Section 2(f) shall, after consuitaé%cn with the Avchivist of
i United States and raview by the Iaformation Security Oversight Ofiice,

issue gquidefinas for systematic review covering 20-year old classified
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information under their jurisdiction. These guidelines shaf] stéte specific,
Timited categaries of information which, because of their national security
sensitivity, cannot be automatically declassified but must be'revfewed item~hy-
“item to determine whether continued protection beybnd 20 years is needed. ATl
ihformaticn not identified in fheéevguide1ines'as requivring review shall be
automatically déc?assified at the end of 20 years from the date of original
classification. These guidelinos shall be authorized for use by the Archivist
Aof the United Stateé and by Agencias having custody of the information.
Section 5. Downgrading. Information classified under this or prior

Orders and marked for automatic downgrading is downgraded accordingly wfthout
.notification to hoelders. Other information classified under thiérbr prior .
Orders, may be assigned a lower classification designaticﬁ by the originator
or other officials authorized to downgrad?'or declassify when such downgréding
serves a useful purpose. Notice of such downgrading shall be pfovide&_to
holders of the;infcﬂnatiﬁn to the extent practicable. |

Section 6. Safequarding.

(a) General Controls.

(1) No person shall be g1v n access to classified information unles§
such person has been deuermxned to be trustworthy and un]ess access to stich
information is necessary for the performance of official dut1as

(2) A1l classified information shall be conspicuousTy marked to put
Ia11 persons on notice of‘its current classification sfafﬁs énd,lif éﬁpropriate,'
"~ to show any special d1er1but7on or reproduction restrxc;xons. o

(3) Controls shall be established to assure that cTass1f1ed xnfornattan
‘1s used, processed, stored, reproducad and transwztted only under cord1+10ns
. which w111 provide adequate protection and prevent access by unau;ﬁorzznd
persons. '

(4) Classified information no longer needed in curreﬁt working fi?as-er
for reference or record purposes shall be destroyed or disposad of in accordance

with the records disposal provisions of Chapters 21 and 33 of Title &2 of the

United States Code.
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(53 Classified information disseminated outside the executive branch
shall, iz so far as possible, be given the same protection as that afforded
within the executive branch.

(b) Reproduction Controls.

{1) Top Secret documents shall not be reproduced without the consent
of the eriginating office, unless otherwise marked by the originating
office. . "

(2) Reproduction of Secret and Confidential documents way be restricted
by the originating office.

(3) Reproduced copies of classified documents are subject to the
same accauntability and controls as the original;.

(4) Records shall be maintained by all reproducing officés‘to sheow
the number and distribution of reproduced copiés of all Top Seéret :
documents; 211 documents covered by special access programs distributed
1outside the o%iginating agency; and all Secret and Ceafidential documents
uwarked. in accordance with Section 2(4)(6). .

(5) Subsections (1) and (2) above shall not restrict the reproduction
of docﬁmauts for the purposa of facilitating re§iew for declassificatioﬁ;
However, such repﬂcd&cﬁioné must be destroyed after they are uéed;

{¢) Special Access Programs.

(1) Agency heade listed in Section 2{£){1)} may create special acces

n

4

prograns to contrml'access; distributioﬁ, and protection of particularly
sensitive informetion classified pursuant to this or prior Orders.

Such prozranms may only be’creatgd or uontinued'by‘the Agency heads or,
for watizrs pertainiag to iutelligeﬁCG sources and methods, by the
Mrector of Central Intelligence, personally and in writing. Classified
information in such programs shall be declassified-aétording to the

provisiozs of Section 4. Special access programs way be created or

<ontineed anly on the specific showing that:

Y]
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over the information:
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(i)} normal management and safeguarding procedures are not sufficient
to limit need-to-know or access;
(ii) the number of persons wha will need access will be reasonably { Q) }??‘"
sma]l an&}commensurate with the objective of providing extra p;:t;Zt:;n TOJ {
the information involved; and '
(iii) the special access controls balance the need to protect the inTorma-
tion against the full spectrum of neads to use the information.
(2) A1l such special access programs shall automatically terminate avery
three years uniess renewed in accordance with the procedures in this subsection.
(3) Mithin 180 days after the effective date of this Order, the Agency
heads 1isted in Section 2(f)(1) shall review all existing specieT access
programs under their jurisdiction and continuz them only in accordance with
the procedures in fhis subsection. Those Agency heads shall also estabilsh
and maintain a central Tist of all special access programs they create or
continue. Those Agency heads and the Director of the Information Securlty
Oversight Office shall have non-delegable access to all sach Tists.

(d) Access by Historical Researchers and Former Officials. The require-

ment in Section 6(a)(1) that access to classified information be'gfanted only

as is necessary for the performance of one's official duties shall not applj
\n‘

to persons[:?ts1de the executive braneﬁfwho are engaged in historical research

projects or who have previously occupied policy-making positions to which they

were appo%nted by the President; provided that the Agency withrjurisdiction

(1) determines 1n wrxulng that access is c0ns1=tent s1tn the 1n+=rest, A ng
of national security; L o ;i*’ﬁi_ ’51"1
(2) takes appropriate steps to assure that clessified information is
not disclosed by the researcher or pub]ished without prxor review, declaas.-
fication and approval for public release;
(3) takes reasonable action to ensure that access is limited to specific
categories of information over which that Agancy he; clessification Jurisdiction:
(4) Timits the access granted to the person who occupied a policy-
making position, fo items which the person origiratad, reviewed, signed or

received, while in public office.
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Section 7. Implementation and Review. The Mational Security Council

shall sonitor the implementation of this Order and shall provide overall policy
direction for the information security program.

(a) Oversight Office and Interagency Committee.

(1) Subject to the direction of the President and the National Security
. Council, the Information Security Oversight Office is established to assist
the National Security Council in monitoring implementation of this Order. This
Office shall be placed in the General Services Administration. It shall have
a full-time Director appointed by the Administrator of General Services subject
to approval by the President. The Director shall have authority to appoint a
staff. The Director shall: A

- {i) oversee Agency actions to ensure cempliance with this Order and
implemanting directivess A |

fﬁi) consider and take action on complaints and suggestions from pérséns
within or without the Government with respect to the administration of the
information security program, including appeals from denials of declassification
reqeests pursuant to Section 4{g)(2); _ O

{311} exe?cise the authority to declassify infoemation provided by
Sections 4(b){3) and 4{y}(2); '

{iv} develop, in consuitation with the agencies and, subject to the -
approval of the Naticna1‘5ecurity Counci, pronulgate directives for the imp?e~
mertation of this Order which shall be binding on the ageﬁci&s§

{v} report annually Lo ihe President through ihe‘Adminfstrator of
General Services and the National Security Council on the implementaiion of
this Order; »

{vi} review all Agency implementing regu]ations and systémaiic review
gﬁida?inas to ensure their consistancy with the nrovisions of the Order. IFf
the Director finds any regulation or guidelinz incensistent with this Order,
he way requira it to be changed. The Agency head may appeal such a dgcfsion
to the Mational Security Council, which shall have‘%ina1 decision-making

authority.
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(vii)} exercise case-by-case classification authority and review requests
for original classification authority in accordance with Section 2(f)(%};

{(viii) have the authority to conduct on-site reviews of tne information

- i i ik 7

na e 1 0

security program of each Agency which handles classified informatien and to

o o

réqﬁ?ﬁgmg}mgizgfsuch Agency such reports, information, and other cocoeration

as necessary to fulfill the above responsibilities. If such reports, inspeétion,
or access to specific categories of classified information would pose an
exceptional national security risk, the affected Agency head may deny access.

In such a case, the Agency head shall report the decision and the reason to

the Mational Security Council, which may overrule the decision. _

(2) There is also established an Interagency Information Security
Committee which shall be chaired by the Director of the Ovérsight Offfce and
shall be comprised of representatives of the Secretaries of State, Defense,

4and Eﬁergy, the Attorney General, the Director of Central Intelligence, the
Mational Security Council Staff, the Domestic Policy Stafi, and tha;Archivist
of the United States. Representatives of other agencies may ba invited ‘ta meét
with the Committea on matters of particular interest to those agancies. The
comittee shall meet at the Chajrman's call ahd shall advise the Chafnnan on
1mp1emeﬁtation of'this:Order. |

{b). Agencies with Original Classification Authority. Each Agency -

gfanted original classification authority pufsuant to this Order ?hal]:

(1) Prior to the effective date of this Order, submit to the Information
'Securify Oversight 0ffice a copy of the regulations and systematic revfew .
guide1{nes'it adopts pursuant to this Order and impTeménting'directivés.
Subsequent changes to Agency regulations and systgmatic review guidelines sha]{
also be forwarded to the Oversight OFfice. V

(2) Publish in the Federal Register those unclassifisd regulations and

systematic review guidelines or changes thereto which affect the gehera1 public. .
(3) Designate a senior Agency official to conduct an active errsight
program to ensure effective implementation of this-drdg}.
(4) Designate a senior Agency official to chair an Agency céaﬁittee

with authority to act on all suggestions and complaints with respect to the

Agency's administration of the information security program.
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(5) Establish a process to decide appeals from denials of declassifica-
tion requests, pursuant to Section 4(g).

{6) Establish an on-going program to familiarize Agency personnel and
others with access to classified information with the provisions of this Ordar

and implementing directives. There shall also be established and maintained

- an active security orientation and education program for such personnel in

order To 1~press upon each 1nd1vxdua1 his or her respcnswh111§y for exercising

e B VLD s ep bt i i T *

v1galance and care in comp1y1ng w

th t}e provxs1ons of this Order and to

o R
_____ e WA i B B K i e - -

encourage him or her to cha]]enge cIass:fxcat1on dec1s1ons where th y believe

wagw W

‘them to be improper

s b A e 455

(7) Ensure the preparation znd promulgation of securlty c]assui1cati0n
guidénce adequate to facilitate the identification and unwfonq cla<s1f1ca»10n
uf_infcrn ation requxriﬁq protection under the prov1s10ns of this Order.

(8) Develop and promu?gaue systeTat1c review gu1ue]ines in accordance
with Section 4(h){(2).

(9) Take necessary action to ensure that:

{i) a demonstrable need for access to classified information is
estab?ashad prior to the initiation of administrative clearance procadures, aud
(ii} the number af people grantad access to classified 1n.ormaf10n is
veduced. to and maintained at the miniumum, ccnsistent’with'nperaticna} require-

ments and needs.

{10} Ensure that 5éfeguarding practices. are cﬁntinunus}j reviewad and
&ifmin&te:those‘whﬁch are duplicaiive or unnecessary.

{1137 Submit to the Information Security Oversight Office such jaformation
or reports as the Director of the O0ffice may Tind necessary to carry out the
Office’s responsibilities.

{c) Agencies without Original Classification Authority. Each Agency

which has not been grantad original classivication authovity but which handles
ciassitied information shall comply with subsections (b)(3), (4), (6), (9),
{10} and {(11) above.

section 8. Administrative Sanctions.

{a) - Any officer or empluyce of ihe United States wiho Xnowingly and

willfully classifies or continues the classification of information in viclation
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of this Order or any implementing directive; or knowingly and willfully and
272 ssified wodan Hivs Drden-
without authorization, discloses Grameizizd 1nfornautaﬁ§ OF compromisas

classified information through negligence; or knowingly and williully violates
any other provision of this Order or implementing directive which the head of

an Agency determines to be a serious viofatidn, shall be subject to abpropriata
administrative sanctions. 1In any case in which the Oversight 0ffice finds that

a violation has occurred, it shall make a repbrt to the head of the Agency
concernad so that corrective steps may be taken and appropriate sanctions>imposad.

(b) Sanctions may include reprimand, suspension without pay, removal,
termination of classification authority, or other sanction in ac;ordance with
applicable law and Agency regulations. . .

(c) Agency heads shall make provision to ensure that apﬁroériate and
prombt corrective admfnistrative action is taken whenever a violation under
subéection (a) occurs and that both the Information Security Oversight O0ffice
and the Department of Justice are notified immediately of any case in which a

. v1olat10n of the cr1m1na1 taw may be involved. ‘ '

Section 9. Atomic Energy Material. "HMNothing in th1s Order sha]X supersnde

any requirements made by or under the Atomic Energy Act of 1957, as amended.
"Restricted Data® and 1n.ormat10n designated as "Formerly Reerictéd pata"
shall be hand]ed, protected classified, downgraded, and declassi f ad in
conformitj with the provisions of such Atomic Energy-Act and tha regulations

of the Depariment of Energy under that Act.

section 10. Intefpretation of theVOrder. Thé Attorﬁey éeneral, ﬁpon
requést by the head of an Agency, his duly designatedvrepresenfativé,'or '
Tthn Director of the Information Security Oversight 07fic ','shall‘personai]y
or through authorized representatives of the Department of Justice }endar an
‘interpretation of this Order with respect to any question_arising in tha course
of its administration. . o

Ssection 11. Revocation of Prior Orders and Directives. Executive Order

Mo. 11652 of March 8, 1972, as amended by Executive Order Yo. 11714 of
Apr11 24 ]973 and No ]]862 of June 11, 1975, and the Natxonal Sefur1q;

Council D1rect1ve of May 17, 1972 [3 C.F.R. 1085 (1971 73 Covp )T ara revo<=d
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Section 12, Effective Date. This Order shaH' become effective on

. except that the functions of the Information Security Oversight
0ffice specified in Section 7(a)(1)(iv) and 7(a)}(1)(vi) shall be effective
immediataly and shall be performed in the interim by the Interagency Classifica-

” i . (’
tion Review Conm‘ittee,\c,s-?w%z{;;!;&p{ ‘{swsM + gx,—?mvwf, Orden 110572,

Approved For Release 2005/08/15 : CIA-RDP87B01034R000200070080-9
' . " -



